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Team Mame:

Resulis Email:

Examination Time Frame:

Description: Examiners must develop and document a methodology used to determine whether the images
in the 402_Image_Analysis_Challenge2008 foider are real (digital image without modifications), digitally
enhanced (real image that has been modified), computer generated (CG), or a composite image (containing
both real and CG elements). You will be expected to identify the nature of each picture. Please tell what you
believe is the nature of the picture (real, composite, enhanced, CG... etc.)

Points will be awarded for each successfully identified image provided you supply a detailed methodology of
how you derived your conclusion. The more information you can provide the better. If you think something
looks real (or fake) but can't develop an algorithm, just do your best to describe what it is you're seeing.
What kind of images are in the challenge?

I. Real unmodified digital images

I1. Real images that have been modified in some way (airbrushed, redeye corrected, cropped, etc)

ITI. Composites {combo of several images). Elements of the image can be real, fake, or both)

V. Computer Generated images

Total Weighted Points: 20 Total Points available per entry — Total 200 Points Available

i. Answers — Circle Real, Enhanced, CG, or composite below. 4s z Forensic Challenge, consider
that your answers will have o have enough detall for the Findings and Methodology of your
examination o satisfy guestioning in & court of law.

2. Methodology — Provide a meticulously detailed explanation of your process. Be sure to include
a step action that our reviewers can follow to reproduce your work for authenticity including tools
and technigues.

Reviewer; Points Awarded:

Date: Review Period: to
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DC3 Digital Forensics Challenge 2008

Team “Barely Legal”

" REPORT OF EXAMINATION

402 — Image Analysis Level 4

File Name Real Enhanced CG Composite Rationale

Photoshop "slices" metadata found. See section on next
beach_foot.jpg X page for more details.
bearded_guy.jpg X 800x800 image size is standard for CG programs

Photoshop "slices" metadata found. See section on next
blue_eyes.jpg.jpg X page for more details.
board.jpg X metadata looks good

Photoshop "slices" metadata found. See section on next
bride.jpg X page for more details.

contains no extra metadata; however, we know how to
brunette.jpg X enhance her.

No shadows observed, Photoshop "slices" metadata
curtain_lady.jpg X found. See section on next page for more details.
eagle.jpg X Exif data looks good
elder_lady.jpg X right side is a layer, containing artist info

Photoshop "slices" metadata found. See section on next
girl.jpg.jpg X page for more details.

No Exif Metadata found. See section on next page for
girl_with_glasses.jpg X more details.

No Exif Metadata, but Ducky (Photoshop save for web).
guy.jpg X See section on next page for more details.

metadata aperture setting 2.8 and shutter speed 1/6
keyboard.jpg X would get affect as seen

metadata for Ducky (Photoshop save for web),150x188
lady_in_tshirt.jpg.jpeg X image size is non standard.

Recognized picture as frame grab from the movie
leonardo.jpg X “Aviator”.
pensive.png converted to PNG, image size 1200x687 is non-standard
sequin_girl.jpg X no Exif metadata, uniformity with no facial expression

Converted to BMP, size 2160x1440 is non standard
spoons.bmp X camera image.
tulips.jpg X contains no extra metadata

No shadows from veil, Background red from dark to light.
veiled_lady.jpg X See section on next page for more details.
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Explanations:

beach_foot.jpg - Enhanced Composite - Photoshop metadata Slices
Lo 1 e T null..boundsObjc.Rctl.Top
TongLeftlongBtomlong.Rghtlong..slicesviLs.0Objc..slice..sliceIDlong.groupIDlon
g.originenum.ESTiceOrigin.autoGeneratedTypeenum.ES11iceTypeImg
.boundsobjc.Rctl. Top
TongLeftlongBtomlong.Rghtlong. .ur1TEXT.nul1TEXT.MSgeTEXT. .altTagTEXT..cellTex
tIsHTMLboo1..cel1TextTEXT. .horzATignenum.ES1iceHorzAlign.default.vertAlignenu
m.ESTicevertAlign.default.bgColorTypeenum.ESTiceBGColorTypeNone. topOutsetlong
.leftoutsetlong.bottomoutsetlong.rightoutsetlong

bearded_guy.jpg - Computer Generated - 800x800 image size

blue_eyes.jpg.jpg - Enhanced Composite - Photoshop metadata Slices
AR o ;T nu 1..bound50ch.Rct1.Top
TongLeftlongBtomlong.Rghtlong..slicesviLs.Objc..slice..sliceIDlong.groupIDlon
g.originenum.ESTliceOrigin.autoGeneratedTypeenum.ES]iceTypeImg
.boundsobjc.Rctl. Top
TongLeftlongBtomlong.Rghtlong. .ur1TEXT.nulTTEXT.MSQeTEXT..altTagTEXT..cellTex
tIsHTMLboo1..cell1TextTEXT. .horzAalignenum.ESTiceHorzAlign.default.vertAlignenu
m.ESTicevertAlign.default.bgColorTypeenum.ES]iceBGColorTypeNone. topOutsetiong
.leftoutsetlong.bottomoutsetlong.rightoutsetlong

board.jpg - Real - metadata looks good

bride.jpg - Enhanced Composite - Photoshop metadata STices
..,-<87>.curtain_baseline...<87>.,...null..boundsObjc.Rctl.Top
TongLeftlongBtomlong. ,Rghtlong.<87>.s1licesVlLs.0Objc..slice..sliceIDlong.group
IDlong.originenum.ESTiceOrigin.autoGeneratedTypeenum.ES1iceTypelImg
.boundsobjc.Rctl.Top
longLeftlongBtomlong. ,Rghtlong.<87>.ur1TEXT.nul1TEXT.MSgeTEXT. .altTagTEXT..ce
11TextIsHTMLbool..cel1TextTEXT. .horzAlignenum.ESTiceHorzAlign.default.vertAli
gnenum.ESTicevertAlign.default.bgColorTypeenum.ES]1iceBGColorTypeNone.topOutse
tlong. leftoutsetlong.bottomoutsetlong.rightoutsetlong

brunette.jpg - Real - contains no extra metadata; however, we know how to enhance her.

curtain_lady.jpg - Enhanced Composite - No shadows, Photoshop metadataSlices
: ..,.<87>.curtain_baseline...<87>.,...null. .boundsObjc.Rctl.Top
longLeftlongBtomlong. ,Rghtlong.<87>.slicesVIiLs.Objc..slice..sliceIDlong.group
IDTong.originenum.ES1iceOrigin.autoGeneratedTypeenum.ESTiceTypeImg
.boundsObjc.Rctl.Top
longLeftlongBtomlong. ,Rghtlong.<87>.ur1TEXT.nul1TEXT.MSgeTEXT. .altTagTEXT. .ce
11TextIsHTMLbool..cellTextTEXT. .horzAlignenum.ESTiceHorzAlign.default.vertAli
gnenum.ESTicevertAlign.default.bgColorTypeenum.ES]iceBGColorTypeNone. topOutse
tlong.leftoutsetlong.bottomoutsetiong.rightoutsetlong

eagle.jpg - Real - Exif data looks good

elder_lady.jpg - Enhanced Composite - right side is a layer, containing artist info.

girl.jpg.jpg - Enhanced Composite - metadata for photoshop cotains Slices

: ....pa?eant—makeover—Tg ....... null..boundsObjc.Rctl.Top
TongLeftlongBtomlong.Rghtlong..slicesviLs.0Objc..sTlice..sliceIDlong.groupIDlon
g.originenum.ESTiceOrigin.autoGeneratedTypeenum.ES]iceTypeImg
.boundsObjc.Rctl.Top
longLeftlongBtomlong.Rghtlong. .ur1TEXT.nul1TEXT.MSgeTEXT..altTagTEXT. .cellTex
tISHTMLboo1..cel1TextTEXT. .horzAlignenum.ES1iceHorzAlign.default.vertAlignenu
m.ESTicevertAlign.default.bgColorTypeenum.ES1iceBGColorTypeNone. topoutsetlong
.leftoutsetlong.bottomoutsetlong.rightoutsetiong

girl_with_glasses.jpg - Computer Generated - could not find Exif Metadata,CREATOR: gd-
jpeg v1.0 (using IJG JPEG v62), GD Graphics Library is an open source library
for the creation of images.

guy.jpg - Enhanced - could not find Exif metadata, metadata for Ducky (Photoshop save for
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web), however no other interesting Photoshop metadata,tda JFIF 1.2 metadata
found, could not tell if it was computer generated as the images was down
sampled to 60%.

keyboard.jpg - Real - metadata aperture setting 2.8 and shutter speed 1/6 would get
affect as seen.

lady_in_tshirt.jpg.jpeg - Enhanced - metadata for Ducky (Photoshop save for web),150x188
image size is non standard.

lTeonardo.jpg - Enhanced - Recognized picture from movie Aviator. If the picture js a
frame grab from a commercial DVD, then the pixilated image is a result of the
4x3 resolution resized to fit television.

pensive.png - Enhanced - converted to PNG, image size 1200x687 is non-standard.

sequin_girl.jpg - Computer Generated - no Exif metadata, uniformity with no facial
expression.

spoons.bmp - Enhanced - Converted to BMP, size 2160x1440 is non standard camera image.
tulips.jpg - Real - contains no extra metadata

vei1ed_1ady.?pg - Enhanced,Composite - No shadows from veil, Background red from dark to

ight, metadata containing photoshop elements - Slices
P ianeFlessaadl aiaan <F1>...null. .boundsObjc.Rctl.Top
longLeftlongBtomlong.<F1>Rghtlong...slicesviLs.Objc..slice..sliceIDlong.group
IDTong.originenum.ESTliceOrigin.autoGeneratedTypeenum.ESTiceTypelImg
.boundsoObjc.Rctl.Top
TongLeftlongBtomlong.<F1>Rghtlong...urTTEXT.nul1TEXT.MSgeTEXT..altTagTEXT. .ce
11TextIsHTMLboo1..ce11TextTEXT..EorzA]ignenum.ES1iceHorzAlign.defau1t.vertA1i
gnenum.ES1icevertAlign.default.bgColorTypeenum.ES]1iceBGColorTypeNone. topoutse
tlong.leftoutsetlong.bottomoutsetlong.rightoutsetlong
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MEeTHODOLOGY / NOTES FORM

402 — Image Analysis Level 4

Date / Time Notes
29-0ct-08 12:25 pm | Tool(s) Used:

ExifTool by Phil Harvey (http://www.sno.phy.queensu.ca/~phil/exiftool )

gThumb — opensource (http://ftp.gnome.org/pub/gnome/sources/gthumb/2.10/gthumb-

2.10.8.tar.gz)

Viewed metadata relating to images via command line use of exiftool
exiftoel -u -a —gl FILE

where FILE is the image filename. The metadata within exiftool is comprehensive and
identifies if third party tools leave any metadata.

Also viewed images via gThumb viewer to analyze any notable visual details of pictures,
and compare to clues found in metadata.
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